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b6vqarournxcq no o6ecne'renulo
npu ucno.nrroBaHll[ ceru <<I4n'repHer> AJrs pa3Meure

Koropbrx ocyurecrBrqercq Aocryfl r cerr <<I4nrepuer>>

C r<a5Auv roAoM MoJroAelrrr B rruTepuere craHoBrrrrc-r 6oruue, a ITTKoJIrHI{KII oAHII rr3

caMLrx aKTr{BHrrx floJrb3oBarenefi Pynera. MeN4y reM, rIoMI,IMo orpoMHoro KoJIIrqecrBa

Bo3Moxgocrefi. znrepner Hecer I{ npo6tevu. 3ra navsrxa Ao.}rxHa nouoqr re6e

oe3o[acHo Haxo.ulrTbc{ B ceTu.

Konrnrrorepubte BIrpycbI

Br4pyc - 3To pa3HOBTIAHOCTb KOMIBIOTepHbIX npofpaMM,

orJrr,rqrrreJrr,Hofi oco6euHocrrro xoropoi .tBJUIerc{ cnoco6nocru r pasluuoNenr'to. B

AO[OirHeHr]e K 9TOMy, BITpyCEI MOryT rIOBpeAIlTr' r'rJII4 IIOIHOCTbIO yHl4qro)Karb BCe

$afilrlr u AaHHbre, rroAKoHTpoJrbHbre [oJrb3oBareJrro, or r]MeHr{ Koroporo 6rua 3arrynreHa

3apoKeHH€ur npofpaMMa, a TaKxe [oBpeAI,ITL rNtV AA)Ke yHUqTOXUTb OlepaIII4OHHylO

cr4creMy co BceMr.r (f aft:ranau B IIeJIoM. B 6o:ruruncrBe c.lryqaeB paclpocrpaHtrorct

BrrpycLr qepe3 rrHTepHer.

1. tr{cnonrsyft coBpeMeHHr,Ie oflepaql{ouuble cucreMbl, LlMerotqrre cepr'esurrfr ypoBeHb

3aqr{Tbr oT BpeAoHocHbIx npofpaMM;

2. flocrosHrro ycraHauzeafi naurra (qra$poBbre 3anJrarKrr, Koropbre aBToMarI{qecKIl

ycrauaBJrr.rBarorcr c rleJrbro 4opa6orrr.r nporparr,rlrlrr) Ii Apyrue o6uoereunq csoeft

onepauuoHHoft cncrevu. Cxa-rfisafi I4x roJrLKo c o$zqaansnoro cafira pa:pa6orvura

OC. Ecnr.r cyqecrByer pex{rrM aBToMarl,IqecKoro o6nogreHl4rl, BKJIIoqIT efo;

3. Pa6orafi Ha cBoeM KoMrrbrorepe rIoA rIpaBaMr.I [oJlb3oBareJl.f,, a He a\MnHrrcrparopa.

3ro ue rro3BoJrrrr 6o.nrurnncrny Bpe,4oHocHbIX rlporpaMM I{HcraJIJIIrpoBarbc.l Ha rBoeM

TICPCOHAJILHOM KOMIILIOTEPE;

4. Vlcnorszyi,r aHrrrBr{pycHbre [porpaMMHble rIpoAyKTbI u3BecrHEIX nporasno4urenefr, c

aBToMarrrqecKuu o6uonreuzelra 6ag;

Kovrnrrorepusrfi

5. Orpaunvl Qneuvecrnft .qocryn K KoMnr'Iorepy AJI{ rlocropoHHlrx JIrIq;



6. I{cnOnr3yfi BH9IIIHI,Ie HocI,ITeJII,I uuSOprraaqur,r, TaKI,Ie KaK $neurra, AI4CK IL-r}I Qaill u:

I{HTepHera, ToJIbKo LI3 IIpOBepeHHbIX I4CTOqHI',IKOB;

7. He orrprrnaft xor\lnrrorepHbre +afinEr, rIoJIf{eHHbIe Ir3 HeHaAe)r{Hbrx I4croqHrlxoB.

,{axe re Safi.nrr, KoTopble flpI,rcn:IJl rgofi gnar<oulrft. Jlytrue yToqHlI y HeIo, oTIIpaB1L1

nr4 0H Te6e r4x.

Ceru WI-FI

wi-Fi - 9TO He BgA 11epeAaqr ,4aHgbrx, He TexHoJrorr{Jr, a Bcero Jrr4r]rb 6peHA, uapxa. Erqe

s 1991 roAy HIrAepJIaHAcKat KoMrIaHI.Iq 3apen4crpl{poBaJla 6peHA "WECA", vro

o6o3ga.raro CJloBocoqeTaHle "WireleSs Fidelity", KoTOpbIi [epeBo.Ul4Tct KaK

"6ecnposoAHa{ TorIHocr6rr.

,,{o naurero BpeMegrr AorrrJra Apymfi a66penuarypa, KoTopat fBJlterct raKot xe

TexHoirorrleft. 3ro a66penua:rypa "Wi-Fi". Tar<oe HageaHI,Ie 6blno AaHo c HaMeKol\'r Ha

cTaHAapT Bbrc111eft 3ByKoBoii TS1HI{KLI Hi-Fi, qro B IIepeBoAe o3Haqaer "sgcoxa{

TOIIHOCTbrr.

,{a, 6eCunarnblfi I,IHTepHeT-AoCTyII B KaOe, OTeJLfiX I{ aspo[OpTax {BJI{eTcq OTnItr{HOfr

Bo3MOxHocTbrO BBIX6Aa B I{HTepHeT. HO MHODIe 3KC[epTbI SIIIITaIoT, tITo

o6[{eAocryfiHrre Wi-Fi cerrr He tBr.slorc.f, 6egonacurrN{u.

1. He nepe4aBaft cBoro JrIIqHyIo I4HOopMaquIo qepe3 o6qe.Uocry[HLle Wi-Fi ceru.

Pa6oraq B HIIX, XeJIaTeJIbHo He BBo,qI,ITb IIapOnu AocTy[a, JIOTI,IHII II KaKIIe - TO HoMepa;

2. tr4crrorrnzyir, n o6HoBrffi aHTItBIipycHLIe [porpaMMlr u 6paHAMayep. Teu caMbIM Tbr

o6e3olacnul6 ce6t or 3aKaqKn Brrpyca Ha rBoe ycrporcrBo;

3. llprE ricrrorrb3oBaHllu Wi-Fi orKrlloqfl Qynxquro "O6quft Aocryrl K QaiiraM n

rIpI4HTepaMrl fiauuax Qynrqux 3aKpbITa rlo yMorqaHuro, oAHaKo HeKoropble

IIoJrb3oBaTeJIII aKTrrBr4pyIoT ee Anfl yAo6cTBa ItcIIoJIb3oBaHI4f, B pa6oTe I{JIII )qe6e;

4. He ucno:rmyfi ily6nu.rHblft WI-FI Ar{ [epeAaql4 JII{IIH;IX AaHHI'IX, HalpllMep An-a

BbrxoAa B coIII{aJIbHLIe CeTrl Lrrtr B 9neKTpoHHyIO IIO!ITy;

5. I4cnonrayfi ToJIBKo 3a Iuqenuoe coeAuHeHl4e -rep* HTTPS, a He HTTP, T.e. flpn

Ha6ope Be6-aApeca BBoALI I{MeHHo "https://";

6. B Mo6urbHoM TeJIedoHe

aBToMarr{qecKr4". He AorlycKafi

Wi-Fi 6eg rBoero co racut.

orKJrroqli $ynxqnro "llbAr<nroqenr.re r< Wi-Fi

aBToMaTrrqecKoro [oAKIIoqeHI,I-s ycTpo[cTBa K ceTtM



Couualrurre ceru

co{ua,rlurre ceTr4 aKTr.rBHO BXOATT B Harxy xI43Hb, MHOTIIe nronu pa6oraroT I{ XI4ByT

TaM rrocToflHHo, a n Facebook yxe.saperr{cTprrpoBaH ManJII'IapA !IeJIOBeK' qro tBJIteTc.t

o4uofi ceAruofi gcex xra.relefi rlJlarrerbr. Mnorrae rloJlb3oBareJrrr He rIoHI'IMaror' rITo

un$oplraqru, pa3MerrleHHarr rrMn B cor{u€urbHblx CeTtX, MO)Ker 6nrr ]::laitIelda u

r4crroJrb3oBaHa KeM yIoAHo, B ToM qIIcJIe ne o6sgarelrHo C 6naruUu HaMepeHUsM[.

Ocuoonue conembt no desonucnocmu 6 coqu&nbHt'tx cemn)c:

1 . Orpaur4vr crrr{coK 4pyaefi. Y re6q B Apy3E x He AoJIXHo 6rrrr' clyrafiHbrx 14

He3HaKoMbx nrorefr;

2. 3arywt\aft. cBoro qacTHyro mr.{3Hb. He yr<a:rrnafi IIapon}I, reneQonrr, aIipeca, AaTy

TBoero poxA eHrirfi v Apyr.}To rr.rirHyro uu$opuaquro. 3royIrarrruleHHlrKl4 Moryr

rrcrroJrb3oBarb ,[axe un6opvaunrc o roM' KaK TbI Ir rBoI4 poAureJllr nJlaglrpyere

lpoBecTlt KaHI4KyJIbI;

3. 3auluqafi cBolo pe[yraul'Iro - Aep]KIr ee B all4crore u zallaeai4 ce6e Boflpoc: xorel 6rt

rlr, vro6rr Apyrr4e rroJrb3oBaTeJrrr BrrAeJrr{, rrTo Tbr sarpyxaeu6? llo,4yrnraft, flpexAe qeM

uro-ro ony6lrrKoBarb, HafIUCarb I'I 3arpy3I'IT6;

4. Eclu Tbr roBopI{IIIb C 1I9AEMI,I, KoTopI'Ix He 3Haellb, ne ucnO:6:yfr cBoe pea;IbHoe

r1Mq I4 Apyryrc nurrHyru uHsopMarlvr4: r,rMr, MecTo xrrTeJrbcTBa, rraecto yre6lr u flpoqee;

5. W6eraft pa3MeIqeHLIlI $ororpa$ufi n llurepnere, IAe TbI uso6paxen Ha MecTHocTIt'

IIo KoTopor MoxHo o[peAeJlrlTr, TBOe MeCTOIOJIO]I(eHI]e;

6. IIpu perrrcrpaquu n coqualtnofi ceru neo6xoAlrMo I4crloJlr,3oBarb cJroiKHble rIapoJIIr'

cocroqlqne ue 6yrn u qlr$p It c KoJIIrqecrBoM 3HaKoB ne uenee 8;

7 . Als cot\u tbHofi ceTI,I, IIoqTbl I,I Apyr[X CaiiTos HeO6XoA[Mo I4c[OJIb3oBaTL pa3Hble

rlapoJrr4. Tor4a ecnu re6.f, ngION{aIOT, To 3JIo}MbIIIIJIeHHI{KII [oJIfIaT AoCTy[ TOJIbKO K

oAHOMy MeCTy, a He Bo BCe cpa3y.

3,'rercrpouusle AeH['ru

3nerrpounsre A9HbIII - 3To oIIeH6 yAo6HbIi cnocO6 rlatexefi, oAHaKo cyIqecTByIoT

MOIITeHHI4KII, KOTOpbIe XOT.flT IIOJITTUTL 3TU AeHbI'rI.

S,neI{rpOUUrre AeHLII{ IO'BI,IJIIICb COBCeM HeAaBHO Il UMeHHO I]3-3a 3TOIO Bo MHOIIIX

rocyAapcrBax Ao cl,IX IIop He rlpo[I4CaHO npo HI4X B 3aKoHaX.

B Poccur.r x{e oHr.r $ynxquour.rpl'roT rr o Hnx yxe flpollucaHo B 3aKoHe, rAe IIX

pa3Aen{IoT Ha HecKoJI6Ko BI4A9B - aHOHllMHbIe I{ He aHoHIIMnrre. Pa:nuqa B ToM' qTo

aHoHr4MHbIe - 3TO Te, B Koropblx pa3pe[Iaercf rIpoBoAI4TL Ollepauul4 6e3



I4AeHTII!pI4KaIIIII4 [oJIL3oBaTeJIg'' a B I{eaHoHIIMHbIX I4AeHTLI$IIKaU6I nOJIb3oBaTeJIt

frBrxeTcs. 06-s3arerbHofi .

TaxNe cregyer pa3rr4qarb sJreKTpo'Hbre suarnrre AeHbrt, (panusr focyAapcrBeHHbrM

ea:[orau) 14 3JIeKTpoHHbIe neSzarnrre AeHLfI4 (ne parnrr rocyAapcrBeHurrnr na,rroralr).

Ocnoeuarc co6em no desonacuort pafiome c oneKmpoHH,Mu oeHbztunu:

1. flpzrxxz K crrery Irao6lr.nrnrrfi rene0on. 3ro calmrfi y4o6nrrii u 6rrc:rpufr cnoco6
BoccraHoBr4Tb AOCTyI K cirery. flpznxsanurrii rene$oH [oMOXer, eclu ga6y.[enr csofi
nlareNsrrft naponb ralz safigerur ua caftt c He3HaxoMoro ycrpoftcrra;
2.l4cnotszyir oAuopa3oBrre rIapoJIIr. llocre nepexoAa Ha ycrrJreHgyro anropueaqvrro re6e
yx{e He 6y4er yrpoNarb olacHocrb KpzDKr4 rlrJllr [epexBara [JrarexHoro napoJrr;

3. Brr6epu cnoNnrrfi [apoJr'. llpecrynuur<ar"r 6y4e'r ne npocro yraAar' c.noxnrrfi
rraponb. Hagexurte napon[ - 3To [apoJrrr, Koropbre coAepx(ar He MeHee g gHar<os r4

BKJrIOqaror s ce6s crpoqHbre r{ flpolrrcH6re 6yxBbr, qz@prr 14 HecKoJrBKO CT4MBOJTOB,

TaKr.re KaK 3HaK AOJrJrapa, Qynra, BocKJrrrrlareJrbsrrft gnar r.r r.n. Hanpunrep, $tR0ng!;;
4. He ero4z cBor{ JrrzqHlre iqaHHbre ua caftrax, KoropbrM He AoBeprerrrb.

3;rercrponnaa novra
3;rer<rponnax [oqra - 9To rexHoJlorI4t Ir [peAocraBJ'reM're ero ycJryfr.r no fiepecbrJrKe rz

fionyqeHl'rrc 3JTeKTpOHHLTX COO6U1enzfi, KoropEle pacflpeAeJrtrorc, B KoMrr6rcrepuofi

ce'". o6rrqHo gJreKTpo't'rri no.nosrrfi xqzx BLrrJr.flArrr cJreAyroqr.rM o6pa:orr.r:

IrMr-rroJlb30Bareta@uvx-aoueua. Taxxe KpoMe [epeAaqu [pocroro reKcra, r4Meerc,

Bo3MoxHocrb nepeAaBarb Qafi.nrr.

1. Haao rrr6pa* npanranrurrfi no.rroerrft cepBr{c. B un:repnere ecrb orpoM'brf srr6oo
6ecnnarsrrx [oqroBrrx cepB[coB,

neparrfi e pefirr.rure;

o.qHaKo Jrfrrrre AoBeprrb reM, Kbro 3Haelrb r.r KTo

2. He yr<a:rrnail n nuqnofi [orrre nr.rErHyro zH(fopnraquro. Hanpzuep, nyrure *r6parr
"ruy3ruca,rrsuft_$anat@,' rznr.r "por20 13 " BMecro "reual 3 ":
3. ?Icnonreyfi AByxgrarrgFo aBTopv3ardr{ro. 3ro xor4a [oMr.rMo fiapors HyxHo BBontrrb

KoA, nprzcBrJraerraufi no SMS;

4. Brr6epu cnoxnrrft fiaponb. ,{.nx rax4oro [oqroBoro rqr{Ka AonxeH 6rrrr csofi
na4exurrfr, ycrofivunufi K B3noMy flapoJrr;

5. Ecnr' ecrb Bo3Mo)KHocrL Hanl,Icar' caMoMy ceoi rraqHrrii Boflpoc, zcno*syfr ery
BO3MOXHOCTb;



6. ?Icnonreyfi HecKoJrbKo noqroBblx trIIrKoB. llepnsrft AJrx qacrHoii nepenrrcKr{ c

aApecaraMa, KoropbrM Tbr AoBepreur. 3ro snerrponnrrii aApec He HaAo r,rcfloJrr,3oBarb

npn pefilcrpaqr.o,r ua (popyvax u cafrrax:

7. He orxpueafi $afinu r4 Apyrrre BJroxeHrrr B rrr{cbMax, Aa)Ke ecna oHrd rrp}rrrrJrr{ or

rnonx 4pyseft. Jlyrure yroqHri y Hr{x, orflpaB ;l:fir rv onu re6e eru Qafinrr;

8. flocne oKourraur4;r pa6or;r Ha rroqroBoM cepBrrce nepeA 3aKpbrrrreM BKJraAKrr c caftrou

ne sa6y4r Ha)Karb sa "Blrfirfi".

Klr6ep6yl"'ruHr rrJrrr BrrpryaJrbHoe rr3AeBareJrr,crBo

Ku6ep6ynnunr - npecJreAoBaHr{e coo6rqeuuxruu,

afpecc[ro, 3arryrurBallIje; xyJrrrraHcrBo; col{r4aJrbHoe

pa3r[rrHr,rx r{HTepHeTcepBrrcoB.

coAepxaqlrMr4

6ofir<oruporanue

ocrop6reunx,

c noMorqblo

1. He 6pocaftc.s s 6oi. Jlyvrunfi cnoco6: nocoBeroBarr,cx xar< ce6.s Becrlr lr, ecJrr.r Her

Tofo, K KoMy Mo)KHo o6parutcx, To BHaqare ycfloKorlrbc.t, Ecnu rrr HarlHerlb orBeqarb

ocr<op6nenuxlru ua ocr<op6reHr{r, To roJrbKo erqe 6onrure pa3o}r{x{errrE xou(pnurr;

2. Y npanr'fi.t cnoeft xlr6eppenyraqueft ;

3. Anosurrasocrr B ceru MHr.rMzur. Cyqecrayror cnoco6tr Bblf,cHr.rr;, KTo cror.{T 3a

AHOHI]MHbIM AKKAVHTOM:

4. He crolrr Becrr{ xyJrr4fancxr.rfi o6pa-r eapryanluofi xrr3Hr.r. I,Iurepner $raxcupyer nce

reou Aeficrguf rr coxpaHrrer ux. VAallrrr' ux 6yger rpaftHe 3arpyAHr4TeJrbuo;

5. Co6nrolaft cBoro Br4pryzrJrbnyro qecrb cMoJroAy;

6. Zruopzpyfi e4I-rulrvuufi HerarlrB. Ognopasorsre ocrop6ure.nlulre coo6rqeuux nylrue

r{ruoprrpoBarb. O6trqno arpeccva flpeKparqaercr Ha naqalruoft cra1vr4;

7. Eau arpeccopa. B nporpaulrax o6uena MrHoBeHHrrMrl coo6rlenuxrtr, B cor{rliurbHbrx

cersx ecrb Bo3MoxHocrb 6nor<uponr<u ornpaBKr.r coo6qexufi c o[peAeJreuHbrx aApecoB;

8. Ecna rbr cBr{AereJrb xu6ep6ynnzura. Teou 4eirc-tBurfl; Bbrcrylrirb nporuB

rIpecJIeAoBareJIt, [oKa3arb eMy, rITo efo geftctnux olleHlrBarorct Hefarr4BHo,

loA,qepxarb )KeprBy, r<oropoft Hyx{Ha flcaxoJroruqecKa{ rroMotrlE, coo6rqurl B3pocJrbrM

o lpaKTe arpeccr{BHoro noBeAeHr.r{ B ceTrr.

Mo6u.nssslfi re,reQou

Coepelreuurre cuapr$onrr u [Jraurrrer;r coAepxar s ce6e BrroJrne nspocnrrfi

IPYHKIIIIOHAJI, I,I TEICPb OHI,I MOryT KOHKYPIIPOBATb CO CTAIIIIOHAPHbIMI,I KOMIIbIOTCPAMIT.

O4uaro, cpeAcrB 3aqrirbr g.nx no4o6nux ycrpoftcrn rroKa orleub va-no. TecrupoBaHr4e rr



fior,rcK yr3BvMocrefi B Hr{x [por4cxoAlir He raK ITHTeHcI{BHo, KaK AJII fIK, ro xe caMoe

Kacaercr u lro6vlr,nrrx npu:roNenzi.

ConpeueHHrre Mo6[rbnble 6pay:qprt yxe [paKT[iIecKI4 AorHaJIIr HacroJrbuble aHaJlorrr,

oAHaKo pacfirr4peHne $yHr<qrzonara BJrerrer ga co6ofi 6onruryro cJroxHocrb rr MeHEIxyIo

3AIUIIIIICHHOCTb.

,,{anexo He Bce nporr3BoArzTeJrl{ BblrlycKaror o6noueHrax, 3aKpbrBarcqrle Kpzr qecKl4e

y{3BrrMocTu AJr{ cBorrx ycrpoicrn.

OenosHHe coBerrr lns 6egouacHocru uo6unrnoro reredona:

Hu.{ero He .rBr.fierc-f, flo-HacroqrleMy 6ecuarurrla. EyAr ocropox{eH, BeA6 xorAa re6e

flpeAnamror 6ecuamrrft KoHTeHT, B HeM MoryT 6rrrr crprrrrr KaKI4e - To rIJIarHbIe

ycJryfr4;

fiyvait, npexAe qeM ornpaBrzm SMS, $oro unu nu4eo. Trr roqHo 3Haerlb, fAe oHri

6y4yr n KoHeqHoM rlrore?

Heo6xo4ravro o6uosr-{Tr orrepaqrronH}.ro cllcreMy rBoero cnapr$oHa;

I,{cno:nsyfi arrrrrBr4pycnbre flporpaMMbr 4ra uo6n:rurrx rere$onoe;

He sarpyNaii flprrJroxeHr]r or Herr3BecrHoro rrcrorrHr{Ka, BeA6 our4 MoryT coAep}Karb

BpeAouocHoe [porpaMMHoe o6ecnevenr.te;

IIocre roro KaK Tbl nufi4eurs c cafira, rAe BBoAHJT nfiqHyTo NH$opuaqr.to, 'lad1u s

nacrpoftru 6pay:epa v y4arrr4 cookies;

llepuo4r.ruecxlr nponeprf, KaKr4e flJraruble ycJryru aKTuBlrpoBaHbr Ha rBoeM HoMepe;

,{aeafi cnoft uorraep lro6ranluoro re:reQoHa roJIrKo JIIoATM, Koropbrx rbr 3Haerrrb r.r KoMy

AOBepreubi

Bluetooth AonxeH 6rrrr sHKrroqeH, Kor,ua rbr r{M He [orb3ye[r6cs. He sa6rrnaft [HorAa

npoBeprTb )To.

Online urpu

Conpelrenurre onnaftn-lrrprr - 9To KpacoqHbre, 3axBarblBalorqrie pasBJreqeurr.s,

o6le4unxroulue corul{ Tblcrq qeJroBeK rro BceMy rrazpy. Zrporr.r uccJreAyor 4aunrrfi zlr

Mr4p, ooqaroTcr Apyf c ApyloM, BLIIIoIHSIoT 3allIJkrfl., cpax{aroTcr c MoHcTpaMr.r rr

[oJr) raror ourrr. 3a yAoBoJrr,crBr4e oHI,I rrJrar{T: floKynaror Ar{cK, otrJraarl4Baror

aooHeMeHT r4Jrrr flpl{oopeTarcT KaKve-To oflIIIIII.

Bce eru cpeAcrBa u4y'r Ha rroAAepxaune u pa3Bl,rrlre trfpbr, a raKxe Ha caMy

6esonacuocrs: coBeplrreHcrByrorct cllcreMbl aBTopr43arlrur, BbrrrycKalorcr HoBbre rrarqrr

(uuQponrre 3alJrarKr{ ,qnr [polpaMM), sarprrnarorc{ yf3BrrMocrr4 cepBepoB.



B no4o6ur,rx firpax crorrr onacarlc{ He croJrbKo cBor{x conepHr{KoB, cKoJrbKo Kpaxu

TBoero flapoJrr, Ha KoropoM ocHoBaHa cl4creMa aBTopIr3aIIuu 6o.nruruucrra urp.

Ocuoeuorc coeemu no desonacHocmu mooezo uzooeozo axxa]tuma:

I . Ecnu 4pyroft rrlpoK BeAer ce6q nroxo IrJIu co3Aaer re6e Heupnxr:noctr, :a6norupyfi

CfO B CIIIICKE I]TDOKOB:

2. lloxzuiyftcx aAMrrHncrparopaM Irfpbl Ha rlJloxoe [oBe,qeHue sroro urpoKa,

UlpaeIIIb, TBoLI

yA[Br]rrrb, Ho c

B I4HTepHeT, Ir

XeJIaTeJILHO IIpI'IJIO){I.ITb KaKIle-TO AOKa3aTeJILCTBa B BUAe CKpIIHOB;

3.'He yrasrraafi nzvnyro uuSoprr,raqrzro B rrpo$afire lrrpbl;

4. Ynaxait Apyrux yqacrnl{KoB rro [rpe;

5. He ycraHaurzrafi Heo$nqu€LlrbHble flarilfi I,r MoAbI;

6. I,Icuonreyii cJroxHr,re r4 pa3Hbre rraponu;

7 . fiaxe Bo BpeMr rrfpbr He crorlT orK;rloqarb aHTI,IBr4pyc. llora trr

KOMrrLrOTep MOryT 3apa3zTb.

@uruuur rrrrr Kpaxa JrrrqHbrx AaHHbrx

O6r,rqnofi xpaNeft AeHer r.r AoKyMeHToB ceroAru{ yx{e Hv Koro He

pa3Br,rrlleM rznTepHer-Texso,rorufr 3JroyMbIIrIneHHI4 KI{ rrepeMecrr{Jrrcb

npoAoJlx{alor 3aHl4Marbct "rIo6uMbIM" AeJIoM.

Tar< noseuracb HoBa.f, yrpo3a: v HTepHer-MoIIreHHLIqecrBa raml Qnurzur, rJraBHar ueJrL

KoroDofo cocrortr B [oJI! renllrl xondz.ueuurtarlHllx naHHbIx noJlb3oBareJleft - rorunon

u naporefi. Ha anruuftcxoM s3brKe phishing qnraercq rcar $urulrHr (or fishing - pu6nan

roBrs, password - naponr).

1. CreAu 3a cBor4M aKKayHToM. Eclz :rlr [oAo3peBaeub, rrro rsos auKera 6Hna

B3JroMaHa, ro ueo6xo4rauo 3a6roxr4poButb ee v coo6ulrarr a.qMrrHrrcrparopaM pecypca

o6 sroN.{ KaK Mox{Ho cKopee;

2.l4cnorcryit 6egonacnrre Be6-cafiTbl, B ToM 1II{cJre, rrHTepHer-Mara3llHoB ri flor{cKoBbrx

CIICTEM;

3. Llcnonrayfi cJroxHr,re ta pa3H6re [apoJrr]. Tar<rarra o6pa^:oM, ecJu4 Te6r B3roMaror, To

3JroyMr,rrrrJreHHnKr.r fionr{aT AocTyrr ToJrbKo K oAHoMy TBoeMy npoQunro B ceTI4, a He Ko

BCEM;

4. Ecnu re6q sgloN4a-,rrr, To Heo6xoAr.rMo npeAyrrpeAr.rrb Bcex cBorlx 3HaKoMbrx, Koropbre

Ao6aBrenbr y re6r n ,qpy36{x, o roM, qro re6.f, egroN4arri ri, Bo3MoiKHo, or rBoero rrMeHrr

6y4er paccrrnarbcr claM rr ccbrJrKrr Ha Or.r llrHroBrre cafitrr;

Ocnoenorc coqembt no 6oou6e c



5. Ycranosr na4exnr,rft raponr (PIN) Ha uo6ulrnrrfi rene(fon;

6. O:rrcmo.ru coxpaHeHue flapoJur n 6paysepe;

7. He orrprrn ait $afitrct r.r Apyrr{e Brox(eHrul B [r,rcbMax, Aaxe ecJrrr oHtr npnrrurrr or

ruoux gpyseft. Jlyrrue yroqHr y HI,IX, orlpaBJUIJII4 Jrr.r oHr{ re6e e'rur $afinu.

I{n$poean penyraqnq

I{z$poaax pefiyrarln;r - 9To HefarrrBnal. mlrvr [o3r{TriBHas r.ru$oprraaqnx s ceri o re6e.

Kounpouernpyroqar unQopuaqnx, pa3MeqeuHarr B rrHTepHere, Moxer cepbenbrM

o6pa3oM orpa3urBcr na rsoeft peamuofi xu3Hu. "llr(fponax penyraqrEx" - sro reofi

rrMrrAlr, xoroprrfi (foprraupyercr r.r3 rrH$opMaquu o re6e B r{HTepHere.

Tsoe N4ecro xr{TeJrbcrBa, }4re6bI, :rnoe (pranancoBoe rroJrox(eHue, oco6enuocu,r xapaKTepa

I{ PACCKA3bI O OJII,I3KI4X - BCE 3TO HAKAIJII4BAETC-g B CETI,I.

Mnorue [oApocrKlr JrerKoMrIcJIeHHo orHocrrcr r< rry6nrar<aqur,r nrE.rHofi un$opMaqlrr B

I{nrepnere, He rroHuMar Bo3Mo]KHbx nocne4crrrrfi. Ttr 4axe He cMoxe[rL AoraAarBcr o

ToM, qro Sororpa$ux, pa3MerrIeHHU{ 5 ner nasa4, craJra [pFrr.rHoii orr<asa npr{H.sr6 Te6.t

ua pa6ory.

Kourrrenraprara, pa3MerrleHr,re rBolrx SororpaQuft n Apyrr4e AeftcrBlrr Moryr He

[cqe3uyrb Aaxe [ocJre rofo, KaK Tbr Lrx yAanHII]r. Trr ne 3uaelub, KTo coxpaHrrn gTy

I{HQOpMaIII4IO, rO[aJIa JII,I OHa B TIOTICKOBLIe CI{CTeMbI I{ COXpaHrrJIaCb JII{ OHa, a rIaBHOe:

rrro rroA''r\4aror o re6e oKpyxaroque JrroALr, Koroptre nafi4n u yBrl^ryt ero. Hafiru

uu$opnraqraro MHoro Jrer crrycrr cMoxer rro6oft - KaK r.r3 4o6prrx no6yxgenr.ri, TaK H c

H,IMepeHr4eM [pr4qr,rntrb Bpe,(. 3To lroxer 6rrrr KTo yroAHo.

OcHoeuate coeemot no saruume uudooeofi oenymauuu:

l. llolyrraaft, flpexAe r{eM qro-To rry6.nlrxonarr u nepeAaBarb y ce6a n 6rore unu s

couualruofi ceut:

2. B uactpofirax npotpunx ycraHoBrr orpaHr.Freur.rr Ha rrpocMorp rBoero npo$urf u ero

coAepxr.rMoro, c4ena"[ ero roJ]6Ko "gnt .[pylei";

3. He pa:lreu1ai4 v He yxasrrnafi uu(popnraquro, Korop,u Moxer lcoro-lz6o ocrop6l-ars

IIJIII OO}IXAT6.

Arropcrcoe npano

Coapeuennrre TITKoJIBHLIKIT - aKTI4BH6Ie [oJrb3oBareJrr4 qrli[ponoro flpocrpaHcrBa.

O4uaxo AaJIeKo He Bce 3H€IIor, qro [oJIb3oBaHIre MHoTHMII Bo3MoxHogrxrrau qlrQpoeoro

naupa rpe6yer co6ffoAeHnr [paB Ha lrHTeJrJrerTyaJrbu]'ro co6crseHHosrr.



TeprrnaH "nnteuexryamHag co6crgeHHocrb" orHocrrrct K pa3JII,FIHIIM TBopeHIr{M

r{eroBeqecKoro \.l,ta. lg'arrvnar c HoBLIX rlso6pereHuft Ir 3HaKoB, o6osnavarorqrzx

co6crseuHocrl Ha [po.qyKTbl I{ ycJlyru, I,I 3aKaHrII,IBat KHIrraM[, (pororpaQzxir.tll,

Kr.{HO(pIliIbMaMU'r My3LIK€IJIbHbIMI,I [pOr,{3BeAeHI'IrIMr'I.

Arropcrcue flpaBa - 9To fipaBa Ha uHTeJrJreKTyaJIbHyIo co6cT seHrrocrb Ha [poIi3BeAeHI]t

HayKr{, Jrvreparypbr n rrcKyccrBa. ABTopcKI'Ie flpaBa Bbrcrynaror B KaqecrBe rapaHTlrrl

Toro, trro rrHTeJrJreKTy€rJrsnrrfi/rnopvecrufi r:pya aBTopa ne 6y4er HanpacgllM, Aacr eMy

c[paBeAJrrrBbre Bo3Moxuocrr.r sapa6orarr Ha pe3yn6Tarax cBoero rpyAa, floryrrlrr;

r{3BecruocrL r4 rrpv3HaHrre. Hnrto 6eg pa3pelrreuurl aBTopa He Moxer BoclpoI43Bo,{I,ITB

ero npor.r3BeAeHr4e, pacflpocrpaHtrb, ny6nauno AeMoHcrprrpoBarb, rlpoAaBarr',

riMrroprupoBarb, flycKarb B rrpoKar, uy6nvuno r.rcfroJrHr{T6, noragrrsars/ucfioJlu.trb B

s(pnpe ulu pzBMeularb n tr4urepnere.

I,lcnomgosaune "[uparcKoro" uporpauvnoro o6ecne.reHl,Ill Mox{er [pl4Becrlr K MHotI]M

przcKaM: or norepr4 AaHHlrx K TBouM aKKayHTaM 4o 6noxnponr<Ir rBoero yc:rpofcrna, r4e

ycraHoBJreHa HeJrefaJrbHarr flporpaMMa. He crout rarcxe ga6rrear6, lITo cyqecrBylor

JreraJrbHbre u 6ecnrarnsre [polpaMMbl, Koropble Mo)I(Ho nafiur s cerz.

O nopra,re

Cererr.ruor.p$ - reoii rrasurrfi coBerql{K B cerlr. 3Aecr :rrr Moxerrrb y3Harb o

6esonacHocru B cerrr [oHtrHLIM I,I AocrynHblM t3brKoM, a ttplr Bo3HrrKHoBeHI4I{

r<puruuecxoft cr4Tyallfin o6parr.rrrca 3a coBeroM. A rarxe rlpkrHrrrb ) racrue

KoHK)?cax lr crar6 caMlrM qzSponsnr rpax4anunou!


