, YTBEP)KJIEHO

npu Henoab3oBanuu ceTd «MuTEepHET) NI pasMemeHﬂﬂ By ae6HbIX KaOuHeTax, B
KOTOPBIX OCYILIeCTBIsieTes A0CTyll B ceTh « AHTepHeT»
C KQXIBIM T'OIOM MOJIOJEXH B MHTEPHETE CTAHOBUTHCA OOJIBIIE, a IIKOILHUKH ONHU W3
CcaMbIX aKTUBHBIX MONb30Bateledl Pynera. Mexay TeM, IOMHMO OTPOMHOTO KONHIECTBA
BO3MOKHOCTEH, MHTEpHET HECeT W MmpoOieMsl. JTa IaMATKa JOJDKHA IOMO4Yb Tebe
0e30macHO HAXOUTHCS B CETH.
KoMnbioTepHble BHPYCHI
KOMIBIOTEPHBIA ~ BHPYC - OTO  PAa3HOBHAHOCTh  KOMIBIOTEPHBIX  IIPOrpamM,
OTJIHYNTENFHOM OCOOEHHOCTBIO KOTOPOH SBISIETCSI CIIOCOOHOCTh K pa3sMHOXeHH0. B
IIONOJHEHME K 3TOMY, BHPYCHI MOI'YT IOBPEOHTH WM IOJHOCTBIO YHHYTOXKHUTH BCE
(aiinel ¥ JaHHbIE, TOKOHTPOJIBHEIE II0JIB30BATEI0, OT MMEHH KOTOPOro Oblia 3aIylieHa
3apakeHHas. MMPorpamMma, a TakXKe MOBPEJMTh WM JaXKe YHHYTOXHTH OIEPAIl[MOHHYIO
CHCTEMY €O BceMH (haiinamu B 1elIoM. B OoIbIIMHCTBE CiIy4aeB pPacIpOCTPaHSIOTCS
BUPYCHI Uepe3 UHTEPHET.
Memodul 3auiunipl 0m 8PEOOHOCHbIX NPO2DAMM:
1. Mcnone3yit cOBpEMEHHEIE OIEPAl[MOHHBIE CHCTEMBI, HMEIOIIHE CEPhe3HbI yPOBEHb
3alUTHl OT BPEIOHOCHBIX IIPOTPaMM;
2. TlocrosHHO ycTaHaBiaMBai MauTH (IMQPOBBEIE 3aIUIaTKH, KOTOPHIE aBTOMAaTH4eCKH
YCTAHABIMBAIOTCA C LEJNLI0 JOpabOTKH IporpaMMbl) M ApyrHe OOHOBIEHMSI CBOEH
onepanroHHoi cucteMbl. CKagmBal MX TOJBKO C O(QHIMAIBHOrO calra pa3pabordymka
OC. Ecnu cymiecTByeT pexiM aBTOMaTHIeCKOro OOHOBIIEHH, BKIIIOUH €T0;
3. PaGorail Ha cBOEM KOMITBIOTEpE IOJ] IPaBaMy IMOJIL30BATENsl, @ He aJIMUHUCTpATOpa.
DTO He MO3BONUT OONMBIIUHCTBY BPEAOHOCHBIX IIPOrpaMM HHCTAJIMPOBATHCS HA TBOEM
IIePCOHATHLHOM KOMITBIOTEPE;

4. Wcmonp3ydi aHTHBHPYCHBIE IIPOrpaMMHBIE IIPOLYKTBl U3BECTHBIX IIPOU3BOJUTENEH, C

ABTOMATHYECKUM OOHOBIIEHHEM 0a3;

5. Orparu9s QU3AIECKHH TOCTYN K KOMIIBIOTEPY AJI IOCTOPOHHUX JIUIL;



6. Vcrons3yii BHEITHAE HOCHTENM HH(OPMAITAH, TaKHe KaK (IemKa, IMcK uin Gaill u3
HHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX NCTOYHUKOB;
7. He oTKphbIBail KOMITBIOTEpHBIE (Daiibl, [OMyIEHHBIC U3 HEHAIEKHBIX MCTOSHHKOB.
Jaxce Te (aiiabl, KOTOpBIe MPHCIA TBOH 3HAKOMbIX. JlydIle yTO9HH y HEro, OTHpasis
7 oH Tebe ux.

Ceru WI-FI
Wi-Fi - 9T0 He BHJ] Iepefiayl JaHHBIX, HE TEXHOJIOI'HsI, & BCETo JIAIb Openn, mapka. Eie
B 1991 romy HuueplaHICKas KOMIaHHs 3aperucTpuposaiia Openx "WECA', uTo
obo3nayanmo cioBocoueranue "Wireless Fidelity", xoTopeii mepeBoaMTCS —Kak
"GecpoBOIHAS TOUHOCTD" .
Jlo Hamero BpeMeHM Jolmia apyras abOpeBuaTypa, KOTOpas SBILIETCS TakoH e
TexHoNoruel. J1o ab6pesmarypa "Wi-Fi". Takoe Ha3paHWe OBUIO IAQHO C HAMEKOM Ha
CTaHAApPT BBHICHIEH 3BYKOBOM TEXHHUKHU Hi-Fi, uTo B mepeBoje oO3Ha4yaeT "BBICOKas
TOYHOCTD'".
Ila, GecrIaTHBIA HHTEPHET-IOCTYI B Kade, OTEIAX H adponopTax ABISETCS OTIHIHOH
BO3MOXKHOCTBIO BBIXOHAa B HMHTepHeT. HO MHOrHe DOSKCIEepThl CYMTAIOT, YTO
obmmenocrynasie Wi-Fi cetr He sIBIAIOTCA 0€30TaCHBIMH.
Cosemul no 6ezonacnocmu pabomst 8 00uiedocmynuoix cemax Wi-fi
1. He mepemaBaii cBoio nuuHyro uH(popMarmio depes obuienoctynusie Wi-Fi cerh.
PaboTas B HUX, JKeJaTeIbHO He BBOIUTH MTApPOJH JOCTYIa, JOTUHEI M KaKHe - TO HOMepa;
2. Vcrons3yit ¥ 0OHOBIIAM aHTHBUPYCHbIE NIPOrpaMMbl W Opanamayep. Tem caMbIM ThI
obe3omacHib ceds OT 3aKa4Ki BHpPyca Ha TBOE YCTPOHCTBO;
3. Ilpu wucnons3oBanuu Wi-Fi oTwmoun ¢yskmmio "OOmmid moctyn k daiaaM u
npuntepam”. JlanHas QyHKOMSA 3aKpBITA MO YMOJYaHHIO, OJHAKO HEKOTOPBIC
TTOJIL30BATENH AKTUBHPYIOT €€ JUIs yI0o0CTBa UCII0Ib30BaHus B paboTe uin y4ueoe;
4. He wucromnssyit my6nuunsii WI-FI st mepenads NHYHBIX JAHHBIX, HAlpAMEp U
BBIX0JIa B COIMATBHBIE CETH WIIA B DJIEKTPOHHYIO TTOYTY;
5. Mcmionmb3y#i TONBKO 3alUIIEHHOE COCJAMHEHHE Uepes HTTPS, a e HTTP, t.e. ipu
Habope BeG-aapeca Bo M nMeHHO "https://";
6. B wmobuisHOM Tenedone orkmoud Qynknmo "Tlogkmodenne k- Wi-Fi

apromatrdeckn”. He noryckail aBTOMAaTHYECKOTO NMOJKIIOYEHMs YCTPOMCTBA K CETSIM

Wi-Fi 6e3 TBOETO cornacus.



ConuajbHbIe CeTH
ColpanbHble CeTH aKTHBHO BXOJMIT B Hallly JKHM3HL, MHOTHUEC JIIO/IH paboTalOT U IKUBYT
TaM NOCTOSHHO, a B Facebook yixe .3aperncTpupoBaH MUIIIHAP] YETOBEK, ITO ABJIACTCA
OHOIN CEeIbMOM BCeX JXUTENEH IUIaHEeThI. MHoOr#de MOoNb30BATEIH HE INOHUMAIOT, YTO
uH}OpMaIs, pasMeIleHHas MMH B COIMANBHBIX CETAX, MOXET OBITHL HalaeHa M
MCIIONIL30BaHa KeM YIrOHO, B TOM YHUCIIE HE 00s13aTeNIbHO ¢ OJIaruMH HaMEPEHUAMHU.
OcHogHble cO8embl RO 0Ee30NACHOCHU 6 COUUAIbHBLLX CEMAX:]
1. OrpaHuub CIHCOK JApy3el. Y Te6s B ApY3bAX HE JAODKHO OBITH CIIy4alHBIX H
HE3HAKOMBIX JIIOICH;
2. 3amuinaii CBOI0 uYacTHyIO JKu3Hb. He ykaspiBaid napoid, tenedoHBI, afpeca, HaTy
TBOETO POXACHHS M JPYrylo JHUYHYIO uH(GOpMAIHIO. 3JIOYMBIIIICHHHKH MOIyT
ACIIONB30BATh IaXke MHPOPMALMIO O TOM, Kak Tl H TBOM POMUTENH IJIaHUPYETE
IIPOBECTH KaHMKYJIbI;
3. 3ammuiai cBO peryTanuio - JEPKHU e B YUCTOTE U 3amaBaii cebe BOIPOC: XOTeN Obl
ThI, YTOOBI JPyrye MONb30BaTENN BUACIH, YTO ThI sarpyxaemib? [longymaii, mpexiae 4em
YTO-TO OITyOIUKOBATh, HAIIUCATE U 3aIPY3HUTh,
4. Ecnu Tl TOBOPHIIE C JIFOABMM, KOTOPLIX HE 3HAellb, HE HCIIOJIB3YH CBOE peanbHOe
UMsL ¥ IPYTYIO THIHYIO HH(OOPMAIIHK: UMsI, MECTO )KUTETbCTBA, MECTO y4eOBI U MpoUee;
5. U3berait pasmentenust Gpororpaduii B MinTepuere, Tae Thl 1300pakeH Ha MECTHOCTH,
10 KOTOPOM MOYXHO OIPEAETUTH TBOS MECTOIIONOKEHHE;
6. TIpy pericTpanny B COIMANbHON CETH HeoOXOIMMO MCIIONB30BaTh CJIOKHBIE AP0,
cocrosAnme u3 6yKB B HAGP U ¢ KOJHIECTBOM 3HAKOB HE MCHEE 8;
7. Jlns colUManbHOM CETH, IOYTHI M APYTHUX CAaWTOB HEOOXOIUMO HCIIOJNL30BaTh Pa3HbBIE
naponu. Toraa ecan Tebs B3IOMAIOT, TO 3IOYMBIIIEHHUKH IIOJyYaT JOCTYI TOJBKO K
OJIHOMY MECTY, a He BO BCe Cpasy.

J1eKTPOHHBIE IeHbI H

DIEeKTPOHHBIE JIEHBIH - 3TO O4YeHb y/OOHBIH crioco0 IUIaTeske#, OJIHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTAT HOJYYUTH OTH NECHBIH. '
DIIEeKTPOHHBIE JEHbIM IMOSBHINCH COBCEM HEIABHO M MMEHHO H3-33 3TOr0 BO MHOTHX
roCyIapcTBax 0 CUX IIOp He IMPOIKCAHO MPO HUX B 3aKOHAX.
B Poccum xe OHM (QYHKIMOHHPYIOT M O HHX Y€ INpOIHCaHO B 3aKOHE, TAC HX
pasJelsioT Ha HeCKOJNBKO BHUJIOB - aHOHUMHBIC W HE aHOHMMHBIC. Pazuuna B TOM, 4TO

AHOHHMMHBIE - 3TO T€, B KOTOPBIX pPa3spelIacTCAa IIPOBOOHUTEL OII€palliH oe3



UICHTHQUKALMY IIOJB30BaTeNs, a B HEAHOHUMHBIX UIAECHTH()HUKAINS T0IB30BaTeIs]
SBIIACTCSI 00s3aTENBHOIA.
Taxxe cnemyer pasnuyarh SaeKTpOHHEIE (GHATHBIE NEHBIH (PaBHBI TOCYIapCTBEHHBIM
BaJIIOTaM) M 3JIEKTPOHHbIe HeHaTHBIE EHBTH (He paBHBI TOCYIapCTBEHHBIM BalFOTAM).
Ocnosnsie cosemvlt no Ge3onacroii paéome c 31eKMPOHNBIMU eHb2aMU:
1. TlpuBsku x cuery MOGWIBHBIN TenedoH. DTO caMmblii YOOOHBIH U OBICTPBIN crocob
BOCCTAHOBHUTB NOCTYI K cuery. IIpuBssanubli Tenedon nomoxer, eciu 3a0ymems CBOM
IITaTeXHbINA IapOJIb UITH 3af/IEIIb Ha CaiT ¢ HE3HAKOMOTO YCTPOICTRBA;
2. Mcnonesy# onHOpasosble naponu. [Tocie nepexoza Ha YCHJICHHYIO aBTOPU3AIIHIO Tebe
yKe He OyIeT yrpoKaTh OIaCHOCT KPaXKy MM ITepexBaTa [LIATeXHOro TIapoJIs;
3. Bsibepu cnoxusiit mapons. IlpecTymHuKaM OymeT He NpOCTO yramaTh CIIOMKHBIA
naponk. HanexxHsle maponu - 9T0 Hapoiu, KOTOpEIE collep)KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B CeOSl CTPOYHBIE M NPOMHCHBIE GyKBBI, MH(DPH H HECKONBKO CHMBOJIOB,
TaKHe KaK 3HaK 1ojapa, (yHTa, BOCKIMIATELHEIA 3HAK U T.11. Hampumep, $tROng!;;
4. He BBOZIM CBOM NIMYHEIe JaHHbIE HA CaliTaX, KOTOPBIM He JIOBEPSICIIIb.

JJIEKTPOHHAA 110YTA
DIEKTPOHHAS TOYTA - 9TO TEXHONOTHS ¥ HPELOCTABISEMbIE IO YCIIYTH 10 TIePECEUIKE U
TIOJy9CHUIO SJIEKTPOHHBIX COOOIMIEHMH, KOTOPBIE PACIIPENeSIOTCS B KOMIIBIOTEPHOM
ceTd. OOBIYHO SJIEKTPOHHBIA IOYTOBBIA SIUK BHITIAIHAT CIENyIOIKUM 00pasoMm:
MMS_HOJIb30BaTeNA(@uMsL_fomena. Takke KpoMe Mepeiaud IpOCTOro TEKCTa, UMEETCS
BO3MOXKHOCT II€peiaBaTh (haiibl.
OcHognble cosenbl no bezonacuoii padome c JICKMPOHHO U HOYIMOTL:
1. Hago BEIOpaTh NpaBHIIBHBIN TOYTOBBII cepsuc. B uHTEpHETE €CTH OrpOMHEIL BEIOOD
OeCIUIaTHEIX IOYTOBBIX CEPBHCOB, OIHAKO Jydme NOBEpsTh TeM, KOr0 3HAEHIh H KTO
TIEPBEIN B PEHTHHTE;
2. He yxa3piBaii B JIMYHOH I0YTe THYHyIo HbopManuo. Hampumep, JTydile BBIOpaTh
"My3BIKUIBHEI _(anar@" wim "pox2013" BMecto "Temal3 s
3. Mcnonesyit IByXsTalHyr0 aBTOPH3AIMIO. DTO KOTIA IIOMHMO nlaponﬂ HY>KHO BBOJIHTE
KO, IpHUChLIaeMblif 1o SMS;
4. Boibepu crnoskueit mapoms. J[Isi KaxI0ro MOYTOBOLO SIUKA JIOJOKeH ObITh CBOR
HAJIEXKHBIN, YCTOMYMBBIH K B3JIOMY NapoJIb;
5. Ecin ecTh BO3MOXKHOCTB HAMHMCATh CAMOMY CBOM JTHYHDIH BOIIPOC, UCIOJIB3YH 3Ty

BO3MOKHOCTE;



6. Mcnonb3yl HECKOJNBKO TOYTOBBIX SIIUKOB. [lepBbIii My 4acTHOH IEPEeNHCKH C
ajipecaTaMu, KOTOPBIM ThI JOBEpsielllb. DTO DJIEKTPOHHEIM ajpec He HaJ0 MCIOJB30BaTh
IIpY perrcrpanuy Ha popymax U canTax;
7. He oTkpeiBail ¢ainpl U Apyrde BIIOXKEHHS B MNUCbMax, J1ayke €CIH OHU IPHIILITH OT
TBOHUX Apy3ei. JIydille yTOUHH Y HUX, OTIPABISIIN I OHHU TeOe 3TH (haiiisr;
8. Ilocne okoHuaHus paboOTHI Ha IIOYTOBOM CEPBUCE IEPE]] 3aKPbITHEM BKIAIKH C CaiTOM
He 3a0yabp HaxxaTh Ha "BeiATH".

KuGepOy/UIHHT WM BHPTYaJIbHOE H31€BaTeJbCTBO
KubepOymuHr - mpecienoBaHue COOOLICHMSIMH, COAEpPXKAIIMMH OCKOpPOIEeHHUS,
arpeccHio, 3allyTHMBaHHe; XYJWTaHCTBO; COLMAIbBHOE OOMKOTHPOBAHHE C ITOMOIIBIO
Pa3IIMYHBIX HHTEPHETCEPBUCOB.
OcnogHble cogempl no 6opboe ¢ KUbepoOyIIUHZOM:
1. He Opocaiics B 60#. Jlydmuid cnocod: IIOCOBETOBAThCSA Kak CeOsl BECTH H, €CIIA HET
TOr0, K KOMy MOXHO 0OpaTHTECS, TO BHA4YaJle YCIIOKOUTHCS. ECIIM ThI HauHeIs 0TBEYaTh
OCKOpOJIEHUAMU Ha OCKOPOJIEHH S, TO TOJBKO ellle OONIbIIe pa3oXiKellb KOH(DIHUKT;
2. Ynpasisiii cBoell kubeppemnyranuei;
3. AHoHuUMHOCTh B ceTd MHHMAas. CyHIeCTBYIOT CHOCOOBI BEIICHHTB, KTO CTOHUT 3a
AHOHUMHBIM aKKayHTOM;
4. He crouT BecTu XyJIUTraHCKMH 00pa3 BHPTyalbHOH XHU3HH. MIHTEepHET QUKCHpYET BCe
TBOM JIEUCTBHUS U COXpaHseT UX. Y aluTh UX OyJeT KpaiiHe 3aTpyIHHTENBLHO;
5. Coburoziaii CBOO BUPTyalIbHYIO YECTh CMOJIOAY;
6. Uruopupyi equHu4HbIN HeratuB. OQHOPa30BEIe OCKOPOUTENBHEIE COOOIEHHUS JIyYIIe
uraopupoBats. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4albHOW CTauu;
7. ban arpeccopa. B mporpamMmmax o6MeHa MIHOBEHHBIMH COOOIIEHUAMHE, B COLMATBHBIX
CeTSIX €CTh BO3MOXKHOCTD OJIOKMPOBKH OTIPABKK COOOIIEHHUI! ¢ ONpe/IeIEHHBIX aJ[PECOB;
8. Ecmm THI cBuzgerens KuOepOymiuHra. TBOH JeHCTBHS: BBICTYIIMTH IIPOTHB
npeciiefioBaTens, IOKa3arb €My, 4YTO €ro JCHCTBHS OLIEHHBAIOTCS HEraTHBHO,
TIOZIePKaTh XKEePTBY, KOTOPOIl Hy)KHA MCUXONOTHIECKAS! TIOMOIIIb, COOBIIUTE B3POCIBIM
0 (haKTe arpecCUBHOTO MTOBEIECHHS B CETH.

MoOuabHbIH TeaedoH

CoBpeMeHHEIE CMapT(QOHBI M IUIAHIIETHl COJAEPXKar B ce0e BIONHE B3POCIHBIH
(yHKUKOHAT, ¥ Teneph OHH MOTYT KOHKYPHPOBAThH CO CTAl[MOHAPHBIMY KOMITBIOTEPAMH.

Onnaxo, CpeCcTB 3alUThI IS MOAO00HBIX YCTPOMCTB 110Ka O9eHb MAalo. TectupoBanue u



MOMCK YSI3BUMOCTEH B HUX IIPOUCXOAUT HE TaK MHTEHCHUBHO, Kak juis 11K, To xe camoe
KacaeTcs U MOOMIIbHBIX MPUIIOKEHHIA.
CoBpeMeHnHBIe MOOHIIBHBIE Opay3ephl YK€ MPaKTHUYECKH AOTHAIM HACTOJIbHBIE aHAJIOIH,
OJ(HAKO paciuupeHue (GyHKIIHOHAA BJiedeT 32 COOOH OOJNBIIYIO CIOXHOCTh U MEHBIIIYIO
3aIIMIIECHHOCTb.
Jlajmexo He BCe NPOM3BOJMTENM BBEITYyCKAIOT OOHOBIEHHS, 3aKphIBAIOIINE KPUTHUECKHE
YSI3BUMOCTH JJIsSl CBOUX YCTPOMCTB.
OcHOBHBIE COBETHI It 0€30MacHOCTA MOOHIIBHOTO Telle(oHa:
Huugero He sBjisieTcs mo-HAcTOSMEMY OecIUIaTHEIM. Bynb ocTopokeH, Beab Koraa Tede
npeJyiarafoT OecryiaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITBI KakWe - TO IUIaTHEIE
YCIIyTH;
Jymaii, npexae dyeM otmnpaButh SMS, ¢oTto mnn Bumeo. Thl TOWYHO 3Haellb, IJie OHH
OyayT B KOHEUHOM HTOTE?
Heobxo011M0 00HOBIATH ONIEPALMOHHYIO CUCTEMY TBOETO CMapT(hOHa;
Wcnonb3yit aHTHBUPYCHBIE TPOTPaMMEI JJIs1 MOOUITBHEIX Telle(hOHOB;
He zarpyxait mpuioxeHuss OT HEU3BECTHOI'O MCTOYHMKA, Beb OHH MOTYT COJEpXKaThb
BpPEAOHOCHOE MPOrpaMMHOE 00ecIIeYeHUE;
Ilocne Toro xak TBI BBIMAENIb C caiiTa, I/le BBOAMJ JIMYHYIO HWHGOpPMAIWIO, 3aiId B
HacTpoiiku Opay3epa u yaanu cookies;
Ilepuoguecku TpoBepsid, Kakue IUIATHBIE YCIYyTH aKTUBUPOBAaHBEI Ha TBOEM HOMeEpE;
JlaBaii cBOif HOMep MOOHJIBHOTO Tele(OHa TOIBKO JIHOIIM, KOTOPBIX ThI 3HACIIL U KOMY
IOBEPSIEIIb;
Bluetooth momxeH OBITH BBIKIIFOUEH, KOT/Ia Thl UM HE ITOJIb3yelbes. He 3a0piBaii nHorna
MPOBEPATH 3TO.

Online urpsi
CoBpeMeHHBIE OHJIAMH-UTPBl - 53TO KpPAacoO4HbBIE, 3aXBaThIBAIOIIME pa3BICUEHMUS,
00BeIUHSIONIME COTHH THICAY YeJIOBEK N0 BceMy MUpPY. UrpoKu HUCCIeayroT JaHHBIA UM
MHp, OBIAOTCS APYT ¢ APYroM, BBINOJHAIOT 3aIaHMs, CPakKaOTCSA C MOHCTPaMH 1
NOJIy4alOT OMBIT. 3a YIOBOJLCTBHE OHM IUIATAT: IOKYNAarOT HOWCK, OIUIAYMBAIOT
aGOHeMEHT U IPHOOPETAIOT KAKHUe-TO OIIUH.
Bce »TM cpemcTBa HMAyT Ha NOAJAEp)KaHHME H pPa3BHUTHE WIPHl, a TaKKe Ha camy
0e30MacHOCTh: COBEPUIEHCTBYIOTCS CUCTEMbl aBTOPHU3AITAH, BEITYCKAIOTCS HOBBIE ITATYH

(M poBkle 3amIaTKY JJIs IIPOTPaMM), 3aKPIBAIOTCS YSI3BUMOCTH CEPBEPOB.



B HO,I[O6HBTX Hrpax CTOHT OIacaThbCs HE CTOJBKO CBOHX COIEPHHKOB, CKOJBKO KPaXXH

TBOETO I1apoJisd, HaA KOTOPOM OCHOBaHa CHCTEMa aBTOPH3allhiK OOJIBIITUHCTBA Hurp.

OcHogHble cogembl no De30nacHocmu neoe2o Uzpoe020 AKKaAyHma.

&

1. Ecnu apyroii Mrpok BeneT ceds II0X0 WM CO37aeT Tede HEeNPUATHOCTH, 3a0I0KUpyH
€ro B CIIMCKE UT'POKOB;
2. Tloxamyiics aIMHHHCTpaTOpaM HIPEl Ha IUIOXOE IIOBEJEHHE JTOr0 HIPOKa,
JKeJlaTeTbHO TIPHIOKHUTH KaKue-TO JOKA3aTeIbCTBA B BUJE CKPUHOB;
3 -He yka3biBaii 1uunyro nH(GOpMAIUIo B Ipodaiine Urpsr;
4. YBaxkail IpyTuX y4aCTHUKOB I10 UIDE;
5. He ycranaBiuBaii Heo(puUualbHble TIATIH H MOJIBI;
6. Mcnonp3y# cioxHbIe U pa3HbIe IIapOJIH;
7. Haxke BO BpeMs UI'Pbl HE CTOMT OTKIIOYaTh aHTUBHpYC. 1Ioka TBI Wrpaems, TBOU
KOMITBIOTEP MOTYT 3apa3UTh.

@OUIIMHT HIH KPa’a JUYHBIX JAHHBIX
OOBIyHOM Kpaxked [eHer W JOKYMEHTOB CEeroJHs y)XX€ HHMKOTO He YJIWBUIIb, HO C
pa3BUTHEM HWHTEPHET-TEXHOJIOTUH 3JI0YMBIIUIEHHUKU I[EPEMECTHIMCh B HMHTEPHET, U
MIPOIODKAIOT 3aHUMATHCS " ITIOOMMBIM" IEJIOM.
Tax mostBHIIacE HOBasl yrpo3a: MHTEPHET-MOIIEHHNYECTBa WM (DUIINHT, TIaBHAS Lelb
KOTOPOr0 COCTOMT B MOJyYSHUH KOH(DUIEHIUATBHBIX JJAHHBIX TOJIb30BATENEH - JIOTHHOB
u naposieii. Ha anrnmmiickoM si3eike phishing uurtaetcs kak ¢ummmar (ot fishing - peioHas
JIOBJISL, password - TapoJib).
OcHogHble cogenbl nO fopbbe ¢ hunmiunzom:
1. Cnenn 3a cBouM akkayHTOM. Eciau Thl mono3peBaelllb, YTO TBOs aHKeTa ObLIa
B3JIOMaHa, TO He0OXO0uMO 3a0JIOKMpOBAaTh €€ U COOOLIUTH aJIMMHMCTpaTOpaM pecypca
00 3TOM KaK MOXHO CKOpee;
2. HUcnonw3y# Ge3omacHbIe BeO-CalThI, B TOM YHCIE, HHTEPHET-Mara3iHoOB M IIOMCKOBBIX
CHUCTEM;
3. Hcrone3yii ClIOXKHBIE W pa3sHble Mapold. Takum oOpasoM, eciid TeGsi BIIOMAIOT, TO
3JI0yMBILUIEHHUKH I10JIy4aT AOCTYII TOIBKO K OJHOMY TBOeMY IPOGMUIIIO B CETH, & HE KO
BCEM;
4. Eciu Tebst B3710Many, TO HEOOXOAUMO IPEAYIIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPEIE
100aBNeHbI ¥ Te0s B APY3BSIX, O TOM, YTO TeOsI B3JIOMAJIH ¥, BO3MOXKHO, OT TBOETO NIMEHH

OyZaeT pacchlTaThCS CTIaM U CCBUTKY Ha (DUIIHHTOBEIE CalTHI,



5. Ycranosu HanexHbI# mapoinb (PIN) Ha MoOUIBHEIH TenedoH;
6. OTkIII0UM coXpaHeHue maposs B Opaysepe;
7. He otkpeiBaii (ailiiel H OPyrHe BIOXKEHHSA B IHMCbMax, AaXXe €CIIM OHW NPHIUIA OT
TBOMX Apy3eil. JIydine yTouHH y HUX, OTIIPABIISLIN JIM OHM TeOe 3TH (halJIbl. .

Iudposas penyrauus
[Tudposast penmyTaiys - 3T0 HEraTHBHAsI WIX ITO3WTHBHAs HH(pOpPMAIUsi B CeTH o Tede.
Komnpomerupyronias uHQOpManys, pasMelleHHas B HHTEPHETE, MOYET CepPhe3HBIM
00pa3oM OTpa3WThCsI Ha TBOEH peanbHOW XWM3HH. "LludpoBas penyramus" - 5To TBOM
UMUK, KOTOpBIHA (hopMupyeTcs U3 MH(OpMaLuu o Tebe B UHTEPHETE.
TBoe MecTo KuTENbCTBA, yueObl, TBOE (PHHAHCOBOE MOJIOXKEHUE, OCOOCHHOCTH XapaKkTepa
U paccKasbl 0 OJIM3KUX - BCE 3TO HAKAIJIMBAETCS B CETH.
MHorue nogpoCTKU JIETKOMBICIIEHHO OTHOCATCA K IMYONUKAIlUK JTHYHONH MH()OPMAIHH B
HHureprere, He MOHUMas BO3MOXKHBIX ITOCJIECTBUAN. THI Hake HE CMOXKEID Orafarhes O
TOM, 4TO (hoTorpadus, pasMelleHHas 5 €T Ha3ajl, cTaja IPUIHHON OTKa3a IPUHATE Te0s
Ha padoTy.
KomMenTapuu, pasmemenude TBOHX ¢oTorpaduii W Jpyrue IOeHCTBHS MOTYT He
UCUE3HYTh JaXe I10CJIe TOrO, KaK Thl MX yJalHInb. THI He 3HAellb, KTO COXPAHHI 3TY
MH(OpPMALIUIO, TTOTIAJIa JIK OHA B IIOMCKOBBIE CHCTEMbBI M COXpPaHMIIACh U OHA, 4 TJIaBHOE:
9TO NOAYMAalOT O Tebe OKpyKalollHe JTIOAH, KOTOphIe HalmyT W yBHAAT 3T0. Haiitu
uH(OPMAIIHIO MHOTO JIET CILyCTs] CMOKET JI000H - Kak U3 HOOpBIX MOOYMkKIeHHH, TaK U C
HaMepeHHeM IIPHYMHUTE Bpeld. ITO MOXKET OBITh KTO YTOIHO.
OcHoenble cosempl no 3auiume uuppogou penymauuu:
1. ITomymaii, mpexe 4yeM 4YTO-TO IyOJMKOBaTh M IepenaBaTh y cebs B Olore wim B
COLIMAJILHOM CETH;
2. B HacTpoiikax nmpouiis yCTaHOBH OTPaHHYEHHs HA IPOCMOTP TBOETO MPOQHIIL U €ro
COZIEP’KUMOT0, ClieNiail ero TONBKO "miist apyseit";
3. He pasmemaii u He yka3pIBail HH(MOPMAIKIO, KOTOpas MOXKET KOro-ITHO0 OCKOPOIISATH
WIH OOMIKATB. |

ABTOpCKOE NpaBo

CoBpeMeHHBlE IIKOIBHUKH - AaKTHBHBIE IIONB30BATENM IM(POBOrO IPOCTPAHCTBA.
Onuako anexo He BCe 3HAOT, YTO MOJb30BaHNE MHOTMMH BO3MOXKHOCTSAMH LH(pPOBOTO

MHpa TpedyeT coOMoaeH s TTPaB Ha HHTEIUIEKTYAIBHYIO COOCTBEHHOCTD.



Tepmun "WHTEIJIEKTyalbHas COOCTBEHHOCTH' OTHOCHUTCS K PA3IMYHBIM TBOPEHHSIM
4eNOBEYECKOr0 yMa, HaddHas C HOBEIX M300peTeHMH M 3HAKOB, OOO3HAYAIOLIMX
COOCTBEHHOCTh HA MPOMYKTHI M YCIYTH, M 3aKaH4WBas KHUramu, ororpadusmu,
KHHOGHIEMaMH M MY3bIKaJIbHBIMH IIPOU3BEIEHUSIMH.
ABTOpPCKHE TIpaBa - 5TO IpaBa Ha WHTEIUIEKTyallbHyl0 COOCTBEHHOCTh Ha IIPOM3BEIECHUS
HAYKH, JIATEPATYPBl U MCKycCTBa. ABTOPCKHE IIPaBa BHICTYNAIOT B KA4eCTBE TapaHTHH
TOrO, YTO MHTEIIEKTYAIbHBIN/TBOPUECKUH TPy aBTOpa He OyJIeT HAallpacHbIM, 1acT eMy
CIIpaBeIJIMBbIE BO3MOXHOCTH 3apaboTaTh Ha pe3ylbTarax CBOETO TpyJAa, NOJIYYHTh
W3BECTHOCTh U NpusHanue. HukTo 0e3 paspellieHus aBTOpa He MOXKET BOCIIPOM3BOAMTH
ero IPOW3BeJIeHHe, PACIpPOCTPaHATh, IyOIMYHO JEMOHCTPUPOBATH, IIPOJABATE,
UMIIOPTHPOBATh, IIyCKaTh B IIPOKAT, ITyONMYHO HCIONHATH, IIOKA3bIBaTh/UCIIONHATH B
abupe WK pasmemats B FinTepHere.
Hcrons3oBanue "MApaTCKOro" MporpaMMHOIO 00EeCIIeYeHUs] MOXKET IIPUBECTH K MHOTHM
PHCKaM: OT IIOTEPH JIaHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKH TBOEIO YCTPOMCTBA, I/e
yCTaHOBneHé HeleragbHas mporpamMMa. He cToMT Takke 3a0BIBaTh, UTO CYIIECTBYIOT
JerajbHbIe U OecIIaTHbIe POrPaMMBbl, KOTOPbIE MOXKHO HAlTHU B CETHU.

O nopraJe
CeTeBU4OK.p - TBOM TIJIaBHBI COBETYMK B CeTH. 3AeCh Thl MOXeIllb Y3HAaTb O
0e30MacHOCTH B CETH TIOHATHBIM M JOCTYIIHBIM $I3BIKOM, @ IpPH BO3HUKHOBEHHUH
KPUTHYECKOM CHTyallud oOpaTHThCS 3a COBETOM. A Tak)Ke NPHHATH YYacTHE B

KOHKypcaX M CTaTh CaMbIM IIU(POBBIM I'PakKIaHUHOM !



